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Introduction

Floor & Decor offers hard surface flooring and related accessories to
customers through multiple channels. Headquartered in Smyrna, Georgia,
the retailer has grown rapidly since its founding in 2000, with around 200
retail locations, 12,000 employees, and over $3 billion in annual revenue
in2022.

Darius Radford, Security Architect at Floor & Decor, explained that his
company chose to use solutions from Contrast Security to better understand
its security environment in order to identify risk and comprehensively
protect its business operations. He cited the need to avoid the potential
compromise of customer data as especially important to Floor & Decor.

According to Radford, the retailer has implemented four solutions from
Contrast Security to ensure cross-organizational operational security:
Contrast Protect, Contrast Assess, Contrast Scan, and Contrast SCA.

He noted that Floor & Decor uses these solutions for production and
development testing environments.

According to Radford, the use of Contrast Security solutions has enabled
Floor & Decor to better identify, remediate, and avoid potentially impactful
security events such as the recent Log4j/Log4Shell incident, noting that his
company's applications were protected from the vulnerability even before
it was publicly known. These capabilities have helped Floor & Decor
develop a more mature and effective AppSec program in terms of its
security vulnerability protection and remediation capabilities, especially for
its APl environments. As a result, his team provides comprehensive and
effective security across business operations in a cost-effective and
efficient manner and has established a foundation of robust security upon
which expanding business operations can grow.

Business Value Highlights

Floor & Decor

Headquartered in Smyrna, Georgia

Ensure comprehensive security of retail
business and development environments in
efficient and seamless manner

» Contrast Protect
» Contrast Assess
» Contrast Scan

» Contrast SCA

» 258% three-year ROI
» Payback in five months

» 30% AppSec team efficiencies
» 13% development team productivity gain

» 94% less staff time to handle major issues
related to development environments

» 88% less staff time to scan for security issues
» 92% fewer applications with vulnerabilities

Based on interviews with Radford, IDC found that Floor & Decor is achieving significant value relative to its investment in
Contrast Security solutions in terms of SecOps and development team efficiencies. IDC expects that over three years,
Floor & Decor will realize benefits in these areas worth more than 3.5 times its investment costs (three-year ROl of 258%).
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Implementation

Floor & Decor has used Contrast Security solutions since fall 2020 after deciding that it needed to ensure more robust
security for its retail stores and point-of-sale (POS) systems. It faced challenges common to retailers and other businesses
managing strong growth, including limiting false positives and scanning for threats and intrusions faster, more seamlessly,
and in real time.

By 2023, Floor & Decor had implemented four Contrast Security solutions with overlapping but also specific objectives for
the use of each:

» Contrast Protect: Floor & Decor firstimplemented Contrast Protect to harden its security for store servers and POS
systems as well as its APl ecosystem and as part of its effort to transform its AppSec organization.

» Contrast Assess: Floor & Decor has rolled out Contrast Assess over time to |
address challenges related to having too many false positives and to provide V€ Use Contrast

zero-time results in identifying security threats through real-time Assess within our

monitoring, including for its APl ecosystem. testi ng environment
» Contrast Scan: Floor & Decor has replaced another vendor solution with to test our APls and

Contrast Scan to scan application source code that protects its increasing find out what

volumes of data and transactions. vulnerabilities exist,
» Contrast SCA: Floor & Decor has integrated Contrast SCA into its Jenkins and [we] use

development pipeline to secure its software supply chain by identifying Contrast Protect in

critical and high-importance security vulnerabilities and understanding our prod uction

where third-party components introduce security exposure. .
party P yexp environment as a

layer of protection
for our APIs."

Radford noted that his company began its implementation with a limited subset
of stores near its headquarters to test the implementation process and
functionality. He explained that after this successful initial implementation, Floor &
Decor continued its implementation across its other locations and POS systems,
saying, "Everything else was fairly straightforward because Contrast is not a
difficult tool to implement, and we used Kubernetes and our containers to handle the deployment."

At the time of the interviews, Floor & Decor was using Contrast Security solutions to support and secure more than 150
stores. The retailer has used limited professional service support from Contrast Security to support its implementation
and develop plans for future use.

Benefits

Radford cited improved protection capabilities and establishing a more mature AppSec program as the two most
significant areas of impact for Floor & Decor of using Contrast Security solutions. He linked these gains from using the
solutions to benefits in terms of employee time savings and productivity gains and less tangible business benefits in terms
of lower operational risk.
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Radford explained that Floor & Decor uses Contrast Security solutions for its cloud and API environments that drive
business operations: "We use Contrast Assess within our testing environment to test our APIs and find out what
vulnerabilities exist, and [we] use Contrast Protect in our production environment as a layer of protection for our APIs."
These two Contrast Security solutions combine to provide what he termed "comprehensive security for APIs."

According to Radford, Contrast Security has helped Floor & Decor largely clear up its backlog of known security
vulnerabilities, which lowers business risk and means less staff time is spent on identifying and handling such
vulnerabilities. He stated, "We've gotten rid of almost all of our known vulnerabilities with Contrast. We now only have
one application left with these vulnerabilities." Given the number of major business applications protected by Contrast
Security solutions, this equates to a 92% reduction in the number of applications with known security vulnerabilities.

Reducing the number of active vulnerabilities and leveraging the capabilities of Contrast Scan have helped Floor & Decor
perform security scans more readily and efficiently. Radford noted that scanning can

n | H
consume significant staff time, saying, "We're spending less time on scanning during We're spending
releases with Contrast because the number of vulnerabilities has gone down. When we less time on
first started with Contrast, we were spending a lot of time going through reports." He scannin g durin g

reported that the average security scan time has gone from around one hour to five to

rel with
ten minutes with Contrast Security solutions, which is 88% faster. cleases

Contrast because
Radford also spoke about the significant impact that Contrast Security solutions have the number of
had on development and DevOps operations for his company. In particular, he noted
that the ability to integrate Jira with Contrast has substantially lowered the time
required for team members to remediate issues. According to Radford, "Contrast saves gone down. When
us a lot of time through its integration with Jira in terms of remediation. What used to we first started with
have to happen is that we had to create a Jira ticket and put the spreadsheet in the Jira Contrast, we were
ticket and explain the vulnerabilities for each one; now that is integrated with Jira.
Contrast automates all of that, and we just have to tell it which Jira group to put it in."

vulnerabilities has

spending a lot of
time going through
According to Radford, Contrast Security solutions have enabled Floor & Decor to nearly reports.”

eliminate DevOps staff time required to handle and address vulnerabilities that arise

during the development process. IDC calculates that this team spends 94% less time addressing development-related
vulnerabilities with Contrast Security. Radford said, "We've gone from a couple hundred of these situations of
vulnerabilities needing to be remediated over a number of years to basically zero with Contrast." He further noted that
each of these vulnerabilities can require weeks, if not months, of staff time to fully manage and mitigate. Additionally,
developers wasted considerable time addressing false positives, so reducing the frequency and number of false positives
with Contrast Assess has allowed them to better focus on delivering value through actual development activities.

IDC's 2023 DevSecOps Adoption, Techniques, and Tools Survey shows that making developers more efficient is critical for
effective application security, with 84% of respondents rating developer acceptance of security tooling as important for
DevSecOps adoption. Together, these benefits mean that Contrast Security has played a key role in enabling DevOps
activities and efforts to move forward with greater velocity and impact.

Radford sees Contrast Security solutions as playing a significant role in Floor & Decor's development activities going
forward, saying, "Contrast is going to play a big role in our shift-left initiative for DevOps." In addition to noting the gains in
security and staff efficiencies, he commented on how Contrast has proactively moved to help the retailer meet security
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and business challenges: "One of the things we like about Contrast is that they seem to always get places before we do.
1 like it when my vendor gets there before we do versus me getting there and having to ask for help with something."

Overall, Radford characterized Contrast Security as an enabler of Floor & Decor's growth and future plans. He noted that,
while he could not attribute specific business gains to use of Contrast, "there’s a certain level of assurance and knowing
that we're protected." Although not easily quantified, this assurance of protection provides a valuable business benefit.
According to IBM's Cost of a Data Breach 2022 report, a single data breach on a company cost an average of $9.44 million
in the United States in 2022.

Quantifying Benefits
Based on interviews with Radford, IDC quantified the value that Floor & Decor is achieving through its Contrast Security
solutions. For purposes of this analysis, IDC identified two core areas of value:

» AppSec staff efficiencies. Contrast Security solutions not only have allowed Floor & Decor to implement AppSec
operations that meet its operational and business needs but also have helped team members work more
efficiently, thus allowing team members to focus less on security scans and remediation work and more on actual
support of business operations. Radford estimated efficiencies for his AppSec team at around 30%. This results in
AppSec team efficiencies worth an average of $80,000 per year over three years.

» Incident resolution efficiencies in development activities. By reducing the number of major vulnerabilities that
must be addressed and false positives that must be researched, Contrast Security solutions reduce the frequency
with which DevOps team members are pulled away from their core work activities. As a result, they spend less
time — 94% on average — addressing such vulnerabilities, which has led to a 13% improvement in the overall
productivity of the affected DevOps team members. This results in DevOps efficiencies in terms of incident
response worth an average of $696,300 per year over three years.

ROI Analysis and Methodology

Based on the information provided by Radford about the investment costs and benefits of using Contrast Security
solutions, IDC projects that Floor & Decor will realize benefits over three years worth more than 3.5 times its investment
costs, which would result in a 258% three-year ROI. Further, IDC calculates a breakeven for Floor & Decor in its
investment in Contrast Security solutions of five months, reflecting the relatively seamless implementation process and
the retailer's ability to capture value through improvements in security capabilities and team efficiencies.

IDC calculates the ROl and payback period in a three-step process:

1. Measure the financial benefits directly resulting from the use of Contrast Security Software, including security staff
time savings and higher productivity for DevOps teams.

2. Ascertain the total investment.

3. Compare the financial benefits with the total investment over a three-year deployment.
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About the Analysts

Matthew Marden, Research Vice President, Business Value Strategy Practice

Matthew Marden is a Research Vice President in the IDC Business Value Strategy team. He is responsible
for carrying out custom business value research engagements and consulting projects for clients in a
number of technology areas with a focus on determining the return on investment (ROI) of their use of
enterprise technologies. Matthew's research often analyzes how organizations are leveraging investment in
digital technology solutions and initiatives to create value through efficiencies and business enablement.

Jim Mercer, Research Vice President, DevOps and DevSecOps

Jim Mercer is a Research Vice President within IDC's DevOps and DevSecOps Solutions research practices.
In this role, he is responsible for researching, writing, and advising clients on the fast-evolving DevOps and
DevSecOps markets. Mr. Mercer's core research includes topics such as rapid enterprise application
development, modern microservice-based packaging, GitOps, application security, software supply chain
security, and automated deployment and life-cycle/management strategies as applied to a DevOps
practice. In addition, he examines how the move to DevOps methodologies impacts enterprise use of
open source and preferences for using on-premises computing and development platforms versus public
cloud services. He looks at how organizations prioritize DevSecOps and use automation to insert security
assessments into the DevOps delivery pipeline (i.e., shift left). Mr. Mercer advises senior IT, business, and
investment executives globally in creating strategy and operational tactics that drive the execution of digital
transformation and business optimization.

Katie Norton, Senior Research Analyst, DevOps and DevSecOps

Katie Norton is a Senior Research Analyst within IDC's DevOps and DevSecOps research practices. In this
role, she is responsible for researching, writing, and advising clients on the fast-evolving DevOps and
DevSecOps markets. With her background in research administration and data analytics, Katie takes a
data-first approach in her market analysis.

Katie's core research includes topics such as rapid enterprise application development, integrating security
into the software development life cycle, and automated deployment and life-cycle/management
strategies as applied to a DevOps practice. In addition, she examines how the move to DevOps
methodologies impacts enterprise use of open source and preferences for using on-premises computing
and development platforms versus public cloud services. In the area of DevSecOps, she explores how
DevOps teams take ownership of security and examines the drivers of DevSecOps adoption. Katie has
particular interest in adjacent topics such as mainframe DevOps, software supply chain security,

feature flags/progressive delivery, and GitOps.
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