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Executive Summary

The Contrast Application Security Platform helps alleviate work ow bottlenecks by integrating security
with the existing tools that developers use in their DevOps and Agile environments. This includes
ticketing systems such as Jira and Azure Boards. Contrast’s approach improves the accuracy of security
testing, incentivizes the remediation of vulnerabilities, and accelerates development cycles while
delivering secure code to production.

Devops Needs Security that
Integrates with Existing Tools Two-thirds (67%) of

In order to quickly and accurately remediate vulnera- enterprise IT Ieaders
bilities during development, teams need better visibil- say the lack of
ity and more seamless workflow orchestration. Deep, application WorkﬂOW

reliable, and high-quality security integration can help
incentivize remediation without disrupting or delaying orchestration leads
existing processes. This enables development teams
to deliver new applications with both fewer vulnerabil-
ities and faster time to market.

to services not being
completed in time for
the business..?

The Contrast Application
Security Platform

Contrast’s Application Security Platform includes
Contrast Assess interactive application security
testing (IAST) and Contrast SCA open-source
security solutions.2 This instrumentation-based
approach to application security testing (AST)
automatically identifies software vulnerabilities while
developers are writing original code and building
with open-source components. Contrast streamlines

workflows by instantly providing detailed contextual actualize a true DevSecOps environment. DevSecOps
information such as data-flow analysis as well as makes application security an automated part of the
actionable fix guidance to assist with vulnerability software development life cycle, which means that
remediation.

security vulnerabilities are considered yet another
Contrast integration into the existing toolchain dimension of code quality to be managed via existing
that developers use in their daily workflows helps work tracker tools.?
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Ticketing Integration—

The cost to fix an error
Greater Visibility and Efficiency

found after product
Many of the common DevOps ticketing systems in use release iS four to ﬁve
today depend on manual alert triaging and assignment of .
task ownership for vulnerability remediation. The resulting times as mUCh
direct communication and co-dependent workflow between as one uncovered
developers and application security teams often leads to during design and
strained relationships that ultimately slow down time to " ‘
resolution. Critical vulnerabilities can be missed or ignored in UP tO 100 tlmeS more
favor of accelerated delivery. than one Ident,f’ed
Contrast’s integration with ticketing systems (e.g., Jira, Azure n the maintenance
Boards, GitHub) helps bring a centralized and consolidated phase_4

view of vulnerability issues to an existing tool—providing in-
depth details about issue severity, prioritization, and status
tracking. Contrast’s integration streamlines remediation
processes by assigning ownership and publicizing the
vulnerability resolution status. This helps motivate developers
to quickly address vulnerability issues. Contrast also provides
proof of remediation to verify that a fix has been made.

CONTRAST INTEGRATION CAPABILITIES

Contrast’s integration with existing ticketing systems optimizes cross-team orchestration to make code vulnerability-
free—without disrupting accelerated delivery cycles and time-sensitive business needs.

CONTRAST BENEFITS TO APPLICATION SECURITY

Contrast’s approach offers benefits to application security teams, including:

Driving rapid remediation of critical application vulnerabilities

Centralizing vulnerability management from detection to resolution—including verification that issues have been
viewed, are being worked on, and ultimately have been resolved

Consolidating multiple vulnerabilities as a single issue for simplified tracking
Prioritizing vulnerabilities by severity

Improving security visibility and cross-team communication for greater productivity and efficiency

CONTRAST BENEFITS TO DEVELOPERS

Contrast ticketing integration also provides direct and tangible benefits to application developers, such as:

Automatically generating tickets and synchronizing comments on findings
Fostering cross-team management and cooperative remediation workflows
Reducing the total amount of time spent on managing and remediating vulnerabilities

Accelerating delivery cycles for faster time to market
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Driving Remediation, Accelerating Devsecops

Integrating application security into DevOps can be a challenge. But the urgency of going to production without
proper security testing practices will only lead to a buildup of defects that will cost more in the long run.®

As core components of the Contrast Application Security Platform, Contrast Assess and Contrast SCA integration
into ticketing systems helps organizations streamline operations and improve the quality of their code. Including
security within existing tools enables faster delivery of new software while helping organizations move closer to
realizing a DevSecOps model for their environment.
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Contrast Security provides the industry’s most modern and comprehensive Application
Security Platform, removing security roadblocks inefficiencies and empowering enterprises to write
and release secure application code faster. Embedding code analysis and attack prevention directly
into software with instrumentation, the Contrast platform automatically detects vulnerabilities while

developers write code, eliminates false positives, and provides context-specific how-to-fix guidance 240 3rd Street

for easy and fast vulnerability remediation. Doing so enables application and development teams to 2nd Floor
collaborate more effectively and to innovate faster while accelerating digital transformation initiatives. Los Altos, CA 94022
This is why a growing number of the world’s largest private and public sector organizations rely on Phone: 888.371.1333
Contrast to secure their applications in development and extend protection in production. Fax: 650.397.4133
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